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PRELIMINARIES

“Blockchain” = Blockchain + Consensus Protocol
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PART I

The problem of Consensus
(or : How to build a blockchain?)

It is not much matter which we say, but mind, we must 
all say the same

Lord Melbourne (1830-1834)



If they attack together they can win

If they don’t those attacking will be defeated

Some may be traitors (Byzantine)

Desideratum: If the general is loyal, then 
every loyal lieutenant obeys the same order

Solvable with private messages if:                  
|Loyals| > 3|Non-Loyals|

… and if communication is synchronous
“Attack!”“Attack!”

He said: “Attack!”

He said: “Retreat!”

The Byzantine Generals Problem 
LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE 
SRI International 

Reliable computer systems must handle malfunctioning components that give conflicting information 
to different parts of the system. This situation can be expressed abstractly in terms of a group of 
generals of the Byzantine army camped with their troops around an enemy city. Communicating only 
by messenger, the generals must agree upon a common battle plan. However, one or more of them 
may be traitors who will try to confuse the others. The problem is to find an algorithm to ensure that 
the loyal generals will reach agreement. It is shown that, using only oral messages, this problem is 
solvable if and only if more than two-thirds of the generals are loyal; so a single traitor can confound 
two loyal generals. With unforgeable written messages, the problem is solvable for any number of 
generals and possible traitors. Applications of the solutions to reliable computer systems are then 
discussed. 
Categories and Subject Descriptors: C.2.4. [Computer-Communication Networks]: Distributed 
Systems--network operating systems; D.4.4 [Operating Systems]: Communications Management-- 
network communication; D.4.5 [Operating Systems]: Reliability--fault tolerance 
General Terms: Algorithms, Reliability 
Additional Key Words and Phrases: Interactive consistency 

/ 

1. INTRODUCTION 
A re l iab le  c o m p u t e r  s y s t e m  m u s t  be  able  to cope wi th  the  fa i lure  of one  or more  
of i ts  c o m p o n e n t s .  A fai led c o m p o n e n t  m a y  exhib i t  a type  of b e h a v i o r  t h a t  is 
o f t en  o v e r l o o k e d - - n a m e l y ,  s end ing  conf l ic t ing  i n f o r m a t i o n  to d i f fe rent  pa r t s  of 
t he  sys tem.  T h e  p r o b l e m  of coping wi th  th i s  type  of fa i lure  is expressed  abs t r ac t l y  
as the  B y z a n t i n e  G e n e r a l s  P rob l em.  W e  devote  the  m a j o r  p a r t  of  the  pa pe r  to a 
d i scuss ion  of th i s  a b s t r a c t  p r o b l e m  a n d  conc lude  by  ind ica t ing  how our  so lu t ions  
ca n  be used  in  i m p l e m e n t i n g  a re l iab le  c o m p u t e r  sys tem.  

W e  imag in e  t h a t  severa l  d iv is ions  of the  B y z a n t i n e  a r m y  are  c a m p e d  outs ide  
a n  e n e m y  city,  each  d iv is ion  c o m m a n d e d  by  i ts  ow n  general .  T h e  genera l s  can  
c o m m u n i c a t e  wi th  one  a n o t h e r  on ly  by  messenger .  Af te r  obse rv ing  the  enemy ,  
t h e y  m u s t  decide  u p o n  a c o m m o n  p l a n  of ac t ion.  However ,  some  of the  genera l s  

This research was supported in part by the National Aeronautics and Space Administration under 
contract NAS1-15428 Mod. 3, the Ballistic Missile Defense Systems Command under contract 
DASG60-78-C-0046, and the Army Research Office under contract DAAG29-79-C-0102. 
Authors' address: Computer Science Laboratory, SRI International, 333 Ravenswood Avenue, Menlo 
Park, CA 94025. 
Permission to copy without fee all or part of this material is granted provided that the copies are not 
made or distributed for direct commercial advantage, the ACM copyright notice and the title of the 
publication and its date appear, and notice is given that copying is by permission of the Association 
for Computing Machinery. To copy otherwise, or to republish, requires a fee and/or specific 
permission. 
© 1982 ACM 0164-0925/82/0700-0382 $00.75 
ACM Transactions on Programming Languages and Systems, Vol. 4, No. 3, July 1982, Pages 382-401. 
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Impossibility of Consensus

If the system is

asynchronous (unbounded message delays)

and it is possible that one process is faulty (crashes)

then there is no protocol that

Achieves consensus

And always terminates (never gets stuck)

Fischer, Lynch, Paterson. Impossibility of Distribured Consensus with One Faulty Process. Journal of the ACM, 1985

FLP impossibility



So what was the state-of-affairs pre-Bitcoin?

Protocols have been proposed and deployed (e.g. PAXOS, 
Practical Byzantine Fault-Tolerance)

They use randomisation or accept possibility of non-termination

BUT they all rely on a ‘closed’ system (permissioned): the set 
of processes participating in consensus are known and fixed

Blockchains (typically) operate in an ‘open’ system 
(permissionless) where processes come and go

The breakthrough of Bitcoin was to show that (randomized) 
consensus is possible even in such settings



PART II

Nakamoto Consensus (& Beyond)



IDEA Let nodes propose blocks 
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Which block should we add?

Larger hashing power
Higher winning chances

Problems?

YES Sybil attack!

…

+

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto

satoshin@gmx.com

www.bitcoin.org

Abstract.  A purely  peer-to-peer  version  of  electronic  cash  would  allow online 

payments to be sent directly from one party to another without going through a 

financial institution.  Digital signatures provide part of the solution, but the main 

benefits are lost if a trusted third party is still required to prevent double-spending. 

We propose a solution to the double-spending problem using a peer-to-peer network. 

The network timestamps transactions by hashing them into an ongoing chain of 

hash-based proof-of-work, forming a record that cannot be changed without redoing 

the proof-of-work.  The longest chain not only serves as proof of the sequence of 

events witnessed, but proof that it came from the largest pool of CPU power.  As 

long as a majority of CPU power is controlled by nodes that are not cooperating to 

attack the network, they'll generate the longest chain and outpace attackers.  The 

network itself requires minimal structure.  Messages are broadcast on a best effort 

basis,  and nodes can leave and rejoin the network at  will,  accepting the longest 

proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as 

trusted third parties to process electronic payments.  While the system works well enough for 

most  transactions,  it  still  suffers  from  the  inherent  weaknesses  of  the  trust  based  model. 

Completely non-reversible transactions are not really possible, since financial institutions cannot 

avoid  mediating  disputes.   The  cost  of  mediation  increases  transaction  costs,  limiting  the 

minimum practical transaction size and cutting off the possibility for small casual transactions, 

and  there  is  a  broader  cost  in  the  loss  of  ability  to  make  non-reversible  payments  for  non-

reversible services.  With the possibility of reversal, the need for trust spreads.  Merchants must 

be wary of their customers, hassling them for more information than they would otherwise need. 

A certain percentage of fraud is accepted as unavoidable.  These costs and payment uncertainties 

can be avoided in person by using physical currency, but no mechanism exists to make payments 

over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust, 

allowing any two willing parties to transact directly with each other without the need for a trusted 

third party.  Transactions that are computationally impractical to reverse would protect sellers 

from fraud, and routine escrow mechanisms could easily be implemented to protect buyers.  In 

this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed 

timestamp server to generate computational proof of the chronological order of transactions.  The 

system  is  secure  as  long  as  honest  nodes  collectively  control  more  CPU  power  than  any 

cooperating group of attacker nodes.

1



What’s consensus for (in Bitcoin)?

Consensus makes Double-Spending (forks) highly unlikely

An attacker should ‘catch up’ on the honest chain

Alice transfers funds to Bob

Alice keeps funds

✓
(1� p)

p

◆n
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third party.  Transactions that are computationally impractical to reverse would protect sellers 

from fraud, and routine escrow mechanisms could easily be implemented to protect buyers.  In 

this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed 

timestamp server to generate computational proof of the chronological order of transactions.  The 

system  is  secure  as  long  as  honest  nodes  collectively  control  more  CPU  power  than  any 
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‘Properties’ of Nakamoto consensus

Eventual consensus: at all times, all honest nodes will agree on a 
prefix of the blockchain which will become a prefix of the 
eventual blockchain

Exponential convergence: the probability of a fork decreases 
exponentially with the length of the fork

Liveness: new blocks will continue to be added

Correctness: the longest chain will contain only valid 
transactions

Fairness: In expectation, a miner with share p of the total 
hashing power will mine a p share of all blocks

Bonneau, Miller Clark, Narayanan, Kroll, Fekten. Research Perspectives and Challenges for Bitcoin and Cryptocurrencies. 2015

This is how Bitcoin gets 
around the FLP impossibility!

Stifter, Judmayer, Schindler, Zamayatin, Weippl. Agreement with Satosh: On the Formalisation of Nakamoto Consensus. 2017
B. Biais, C. Bisiere, M. Bouvard, C. Casamatta. The Blockchain Folk Theorem. TSE Working Papers, 17-187, 2018
A. Miller, J. LaViola. Anonymous Byzantine Consensus from Moderately-Hard Puzzles: A Model for Bitcoin, 2014



Which block should we add?

Solidus

Abraham, Malkhi, Nayak, Ren, Spiegelman. Solidus: An Incentive-Compatible 
Cryptocurrency Based on Permissionless Byzantine Consensus, 2016

{<latexit sha1_base64="w3iqRMxRJCH12NUOdUKIkhJHNO8=">AAAB6XicbZDLSsNAFIZP6q3WW9Wlm6FFEISSuNFl0Y3LKvYCTSiT6Uk7dDIJMxOhhL6BGxeKuBJ8I3e+jdPLQlt/GPj4zznMOX+YCq6N6347hbX1jc2t4nZpZ3dv/6B8eNTSSaYYNlkiEtUJqUbBJTYNNwI7qUIahwLb4ehmWm8/otI8kQ9mnGIQ04HkEWfUWOvez3vlqltzZyKr4C2gWq/45x8A0OiVv/x+wrIYpWGCat313NQEOVWGM4GTkp9pTCkb0QF2LUoaow7y2aYTcmqdPokSZZ80ZOb+nshprPU4Dm1nTM1QL9em5n+1bmaiqyDnMs0MSjb/KMoEMQmZnk36XCEzYmyBMsXtroQNqaLM2HBKNgRv+eRVaF3UPMt3No1rmKsIJ1CBM/DgEupwCw1oAoMInuAFXp2R8+y8Oe/z1oKzmDmGP3I+fwCsxY7q</latexit> <latexit sha1_base64="5peghEfSVcwIJTgyLqI3d4HRyrg=">AAAB6XicbZDLSsNAFIZPvNZ6q7p0M7QIglASN7osunFZxV6gCWUynbRDJ5MwcyKU0DdwI6iIW9/IXd/G6WWhrT8MfPznHOacP0ylMOi6E2dtfWNza7uwU9zd2z84LB0dN02SacYbLJGJbofUcCkUb6BAydup5jQOJW+Fw9tpvfXEtRGJesRRyoOY9pWIBKNorQc/75YqbtWdiayCt4BKrexfvE5qo3q39O33EpbFXCGT1JiO56YY5FSjYJKPi35meErZkPZ5x6KiMTdBPtt0TM6s0yNRou1TSGbu74mcxsaM4tB2xhQHZrk2Nf+rdTKMroNcqDRDrtj8oyiTBBMyPZv0hOYM5cgCZVrYXQkbUE0Z2nCKNgRv+eRVaF5WPcv3No0bmKsAp1CGc/DgCmpwB3VoAIMInuEN3p2h8+J8OJ/z1jVnMXMCf+R8/QC2L5Bw</latexit> <latexit sha1_base64="5peghEfSVcwIJTgyLqI3d4HRyrg=">AAAB6XicbZDLSsNAFIZPvNZ6q7p0M7QIglASN7osunFZxV6gCWUynbRDJ5MwcyKU0DdwI6iIW9/IXd/G6WWhrT8MfPznHOacP0ylMOi6E2dtfWNza7uwU9zd2z84LB0dN02SacYbLJGJbofUcCkUb6BAydup5jQOJW+Fw9tpvfXEtRGJesRRyoOY9pWIBKNorQc/75YqbtWdiayCt4BKrexfvE5qo3q39O33EpbFXCGT1JiO56YY5FSjYJKPi35meErZkPZ5x6KiMTdBPtt0TM6s0yNRou1TSGbu74mcxsaM4tB2xhQHZrk2Nf+rdTKMroNcqDRDrtj8oyiTBBMyPZv0hOYM5cgCZVrYXQkbUE0Z2nCKNgRv+eRVaF5WPcv3No0bmKsAp1CGc/DgCmpwB3VoAIMInuEN3p2h8+J8OJ/z1jVnMXMCf+R8/QC2L5Bw</latexit> <latexit sha1_base64="AkuURZBqTej3AjxQ1dD4eZqxDrw=">AAAB6XicbZBNTwIxEIan+IX4hXr00khMPJFdL3okevGIRpAENqRbutDQ7W7aWROy4R948aAxXv1H3vw3FtiDgm/S5Mk7M+nMG6ZKWvS8b1JaW9/Y3CpvV3Z29/YPqodHbZtkhosWT1RiOiGzQkktWihRiU5qBItDJR7D8c2s/vgkjJWJfsBJKoKYDbWMJGforPte3q/WvLo3F10Fv4AaFGr2q1+9QcKzWGjkilnb9b0Ug5wZlFyJaaWXWZEyPmZD0XWoWSxskM83ndIz5wxolBj3NNK5+3siZ7G1kzh0nTHDkV2uzcz/at0Mo6sglzrNUGi++CjKFMWEzs6mA2kERzVxwLiRblfKR8wwji6cigvBXz55FdoXdd/xnVdrXBdxlOEETuEcfLiEBtxCE1rAIYJneIU3MiYv5J18LFpLpJg5hj8inz+aRo1h</latexit>

Computationally cheaper
Faster (no forks)

Larger hashing power
Higher winning chances

IDEA Select a node at random and 
let it propose a block 

IDEA Use random committees for 
validation



Which block should we add?

IDEA Select a node at random and 
let it propose a block 

Algorand

Gilad, Hemo, Micali, Vlachos, Zeldovich. Algorand: Scaling byzantine agreements for cryptocurrencies. 2017 

IDEA Use random committees for 
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Computationally cheaper
Faster (no forks)

Larger stakes
Higher winning chances



Which block should we add?

Stellar & Ripple

D. Mazyieres. The Stellar Consensus Protocol. Stellar Development Foundation 2015

N

Sets of nodes which, once they agree
on a value, they stabilise on that value
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PART III

COMSOC of Ripple & Stellar

Andrea Bracciali Ronald de Haan



Byzantine Trust Networks (BTNs)

Nodes make binary decisions

… influenced by trusted nodes (if enough trusted nodes have 
opinion x then take up opinion x)

Byzantine nodes can reveal any opinion to any honest node

T = hN,H,Li, qii
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Nodes
Honest nodes

Trust sets 
(one for each i in H)

Quotas 
(one for each i in H)

o : N ! {0, 1} [ {0, 1}H
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s.t. o(i) 2 {0, 1} if I 2 H and o(i) 2 {0, 1}H if I 2 B.
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qi > 0.75
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Command Games

T = hN,H,Li, qii
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Nodes
Honest nodes

Trust sets 
(one for each i in H)

Quotas 
(one for each i in H)

X. Hu and L. Shapley. On authority distributions in organizations: Controls. Games and Economic Behavior, 45:153–170, 2003. 
X. Hu and L. Shapley. On authority distributions in organizations: Equilibrium. Games and Economic Behavior, 45:132–152, 2003.

Each honest agent is assigned a simple  game

{C ✓ N | |C| � qi · |Li|}
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C = hN,H,Li, Cii
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Consensus in BTNs

What kind of implications does this notion of consensus have 
on the level of decentralisation BTNs?

… and on the relative influence of nodes on the consensus 
process?

An opinion profile o is a consensus profile (for T ) if, for all i 2 H:

o(i) = x () 8j 2 H, |Lo
j (x) \H| > 0.5 · |Lj |
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x 2 {0, 1}
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Honest nodes cannot possibly 
hold a different opinion

Questions:



Consensus & Decentralization in BTNs

Theorem In uniform BTNs with e↵ective quotas, consensus is possible only if
there exist nodes that are trusted by all honest nodes.
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Ripple

Fully decentralised 
consensus is impossible

Maintaining the good-
behaviour of the BTN is 

intractable

Stellar

Theorem Quorum-Intersection is coNP-complete.
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Influence

C = hN,H,Li, Cii
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Theorem Let T be a uniform BTN with e↵ective quotas. If T is consensus-
enabling, then:

a) there exists a unique fixpoint ⇡ = ⇡ · I, where I is the influence matrix
induced by T ;

b) there are honest nodes with positive long-term influence i↵
T

I2H
Hi does

not contain byzantine nodes.
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Byzantine node may determine 
what the consensus is

1

2n

X

C✓N\{j}

v(C [ {j})� v(C)
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Penrose/Banzhaf index

I =

2

6664

I11 I12 I13 . . . I1n
I21 I22 I23 . . . I2n
...

...
...

. . .
...

In1 In2 In3 . . . Inn

3

7775
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Influence matrix
(stochastic)

I⇤ = lim
t!1

It
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? Long-term influence



Summary

Crash-course in blockchain consensus protocols

Relevance of COMSOC methods for their analysis



Bonus



Nakamoto Consensus
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Proof-of-Work

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto

satoshin@gmx.com

www.bitcoin.org

Abstract.  A purely  peer-to-peer  version  of  electronic  cash  would  allow online 

payments to be sent directly from one party to another without going through a 

financial institution.  Digital signatures provide part of the solution, but the main 

benefits are lost if a trusted third party is still required to prevent double-spending. 

We propose a solution to the double-spending problem using a peer-to-peer network. 

The network timestamps transactions by hashing them into an ongoing chain of 

hash-based proof-of-work, forming a record that cannot be changed without redoing 

the proof-of-work.  The longest chain not only serves as proof of the sequence of 

events witnessed, but proof that it came from the largest pool of CPU power.  As 

long as a majority of CPU power is controlled by nodes that are not cooperating to 

attack the network, they'll generate the longest chain and outpace attackers.  The 

network itself requires minimal structure.  Messages are broadcast on a best effort 

basis,  and nodes can leave and rejoin the network at  will,  accepting the longest 

proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as 

trusted third parties to process electronic payments.  While the system works well enough for 

most  transactions,  it  still  suffers  from  the  inherent  weaknesses  of  the  trust  based  model. 

Completely non-reversible transactions are not really possible, since financial institutions cannot 

avoid  mediating  disputes.   The  cost  of  mediation  increases  transaction  costs,  limiting  the 

minimum practical transaction size and cutting off the possibility for small casual transactions, 

and  there  is  a  broader  cost  in  the  loss  of  ability  to  make  non-reversible  payments  for  non-

reversible services.  With the possibility of reversal, the need for trust spreads.  Merchants must 

be wary of their customers, hassling them for more information than they would otherwise need. 

A certain percentage of fraud is accepted as unavoidable.  These costs and payment uncertainties 

can be avoided in person by using physical currency, but no mechanism exists to make payments 

over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust, 

allowing any two willing parties to transact directly with each other without the need for a trusted 

third party.  Transactions that are computationally impractical to reverse would protect sellers 

from fraud, and routine escrow mechanisms could easily be implemented to protect buyers.  In 

this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed 

timestamp server to generate computational proof of the chronological order of transactions.  The 

system  is  secure  as  long  as  honest  nodes  collectively  control  more  CPU  power  than  any 

cooperating group of attacker nodes.
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Why mining?

All pay - one wins

R&D race

NE exists and is unique

N. Dimitri. Bitcoin Mining as a Contest. Ledger, 2017

J. Ma, J. Gans, R. Tourky. Market Structure in Bitcoin Mining. NBER Working Paper, 2018

ui(h) = (R� cihi) ·
hiP

j2N hj
� cihi ·

h�iP
j2N hj

Investments in 
hashing power

Reward for 
solving puzzle i’s cost of hashing

i’s hashing power

probability that i solves 
the puzzle first

probability that i 
fails solving the 

puzzle first



Why Verifying?

In Bitcoin verification work is negligible compared to mining, but 
that’s not the case in general (see Ethereum)

Miners are aware that non-valid transactions have the potential 
to decrease Bitcoin’s value

But this is ultimately a public good game and there is potential 
for 'tragedy of the commons’ scenario

L. Luu, J. Teusch, R. Kulkarni, P. Saxena. Demistifying Incentives in the Consensus Computer, CCS’15, 2015



Blockchain Folk-Theorem

True, at certain levels of abstraction

But …

B. Biais, C. Bisiere, M. Bouvard, C. Casamatta. The Blockchain Folk Theorem. TSE Working Papers, 17-187, 2018

Nakamoto Consensus rules out the occurrence of forks 

A. Miller, J. LaViola. Anonymous Byzantine Consensus from Moderately-Hard Puzzles: A Model for Bitcoin, 2014
A. Narayanan. Analysing the 2013 Bitcoin Fork: Centralized Decision Making Saved the Day, 2015

23:06  Luke Dashjr so??? yay accidental hardfork? :x
23:06  Jouke Hofman Holy crap

  
23:22  Gavin Andresen the 0.8 fork is longer, yes? So majority hashpower is 0.8....
23:22  Luke Dashjr Gavin Andresen: but 0.8 fork is not compatible earlier will be accepted by            
all versions
  
23:23  Gavin Andresen first rule of bitcoin: majority hashpower wins
23:23  Luke Dashjr if we go with 0.8, we are hardforking

  
23:24  Luke Dashjr so it's either 1) lose 6 blocks, or 2) hardfork for no benefit
23:25  BTC Guild We'll lose more than 6

23:43  BTC Guild I can single handedly put 0.7 back to the majority hash power I just need 
confirmation
  
23:44  Pieter Wuille BTC Guild: imho, that is was you should do, but we should have consensus 
first

https://freedom-to-tinker.com/2015/07/28/analyzing-the-2013-bitcoin-fork-centralized-decision-making-saved-the-day/


Blockchain Folk-Theorem

With no centralised solution:

Gradual consensus towards 0.8 branch (vs 0.7)

Coordination on which branch to mine harder/slower

Double spending attacks more possible

Fork would survive longer (than 8hrs), likely because of 
vested interest of miners on 0.7 fork

Nakamoto Consensus rules out the occurrence of forks 

Keynes' Beauty Contest

Shubik’s dollar auction 

B. Biais, C. Bisiere, M. Bouvard, C. Casamatta. The Blockchain Folk Theorem. TSE Working Papers, 17-187, 2018
A. Miller, J. LaViola. Anonymous Byzantine Consensus from Moderately-Hard Puzzles: A Model for Bitcoin, 2014

A. Narayanan. Analysing the 2013 Bitcoin Fork: Centralized Decision Making Saved the Day, 2015

https://freedom-to-tinker.com/2015/07/28/analyzing-the-2013-bitcoin-fork-centralized-decision-making-saved-the-day/

